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Abstract

The last two years have made it clear to all sectors of the economy that management
strategies were based on risks that were well known and identified, or risks that while new
developed gradually and entrepreneurs had the opportunity to prepare for them. With the
outbreak of the pandemic, many sectors were severely disrupted, among them the space
sector. Facts that had an overwhelming impact included: (1) cutting transportation routes for
goods, resulting in disrupted deliveries, (2) restricted movement of contractors and
employees involved in the performance of the contract, (3) delays in obtaining
parts/components due to production stoppages or closure of production facilities due to
actions of administrative authorities, (4) failure to obtain parts/components due to supplier
bankruptcy, (5) Higher costs of obtaining supplies/components - as a result of having to
change supplier, (6) Reduced quality of work and final products. It turned out that this risk and
its sources were not sufficiently covered by existing corporate risk management strategies.
They often appeared as so-called silent risks (or black hole risks). It was only when the risks of
the pandemic materialized that the shortcomings in their proper assessment became
apparent. What conclusions can we draw from this experience, which may prove useful also
in the current geopolitical situation, to build resilient space enterprises? The author draws on
two examples, namely the insurance method of risk management and the allocation of
contractual risk in the space sector.
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1. Introduction

Risks endangering the space sector do not end with solar flares, anomalies and space
debris, and cyber risks. In addition to that, the space sector faces also the risks common to
whole global industry. Obviously thus, considering the risks of space sector, other risks than
the extreme ones, such as covid -19 cannot be ignored. These are climate change and
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technological disruptions. Only in 2021, the humanity faced such disruptive events as flooding
in China and Germany, heat waves in Canada and US, fires in Australia, ransomware
cyberattacks on the Colonial gas pipeline. All of these produce more risks and different types
of risks and can potentially develop into Black Swans. Though the humanity and business
always dealt with risks arising from the natural world and their own behaviour (division of risks
into natural and social, etc), it seems that we have entered a particularly intense period of
turbulence. There are more risks and more emerging risks.

The objective of this paper is to consider the approach of the space industry to the risk
management methods, in view of the risks the industry has faced recent years. It is particularly
interesting to investigate how the space industry, which on daily basis works in risk- prone
environment, being equipped with tools to respond the most hazardous events, deals with
the ‘terrestrial’ business risks, including the risks which we tend to call Black Swans. It is
interesting and important to consider whether the responsiveness and agility required in
space project management sufficiently responds also to black swans or rather it suffered from
the deficiencies in its RM processes as any other industry.

The subject is as important as the space sector and the services it provides for the economy
and humanity on earth. As we all realise, our lives became increasingly dependent on the
space-based services, providing communication, environmental monitoring and delivering
various types data applied in daily life Disruptions of space activities both upstream and
downstream surely entail disruptions in many other industries. All these risks are inherently
interrelated.

The Black Swan theory has a long history in philosophy and mathematics, but its common
use in the business traces to the work of Nassim Nicholas Taleb, a professor of risk engineering
at New York University. Professor wrote a book in 2007 entitled “Black Swan: The Impact of
the Highly Improbable,” where he defines a black swan as an extremely rare and sudden event
that has very severe consequences. The key aspect of the Black Swan events is that they are
unpredictable, though the post factum analysis usually reveals their predictability
(retrospective predictability). The other attributes of the Black Swan event include its lying
outside the realm of regular expectations basing on the past facts (outlier event) and its
extreme impact (positive or negative) on organization or society.[5] The Black Swan events do
not have to be systemic risk, but sometimes they are.

2. Facts of global economy and space sector of today

Though the tendency to forgetting bad events and move forward is very human and lets
the industry developping, it seems also important to remember what happened with the
outburst of the pandemic and quite recently of the war in Ukraine in order to try to take
lessons out of it.

Analysing the Black Swan risks, one cannot forget about such circumstances as climate
change, which, though already embedded in our consciousness, seems to surprise the industry
every time given event takes place. As a result of climate change, the number of weather and
climate-related extremes, including wildfires, floods, droughts or hit waves are noticeably
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more frequent and severe in many parts of the world. In consequence it leads to increased
exposure of people as well as infrastructure to major hazards. For example, only in 2021 during
the Covid19 pandemic, the U.S. experienced a catastrophic heatwave in the Pacific Northwest,
Hurricane Ida and a far longer season of forest fires across California. It is estimated that
disasters in U.S. have increased from 2 to 3 per year in the 1980s to 22 events in 2020. The
total cost of U.S. billion-dollar disasters from 2017 to 2021 is $742.1 billion [1].

Focusing only on the space industry and only on the pandemics, the consequences
attributed to covid-19 include lots of negative scenarios starting from the (1) cutting
transportation routes for goods, resulting in disrupted deliveries, (2) restricted movement of
contractors and employees involved in the performance of the contract, (3) delays in obtaining
parts/components due to production stoppages or closure of production facilities due to
actions of administrative authorities, (4) failure to obtain parts/components due to supplier
bankruptcy, or (5) higher costs of obtaining supplies / components - as a result of having to
change supplier. Finally, as one of the dangers, the reduced quality of work and final products
is mentioned. Did indeed all of them also take place in the space sector? Haven't its
peculiarities, including the specific risks that engineers and project managers face on a daily
basis, protected the space industry from the effects of a Black Swan?

Obviously some of the figures shown may suggest that the space industry is struggling
through the covid-19 results. For example NASA report says about $3 billion of costs of the
pandemic impact. According to Euroconsult estimates, commercial space sector revenues are
down 2% in 2020 from $315bn, compared to estimates of $319bn in 2019 [3]. It is important
to be aware that even such hard numbers do not determine the failure of risk management
processes. [4]

On the authorization level, the results of pandemics are visible in the context of postponing
all kinds of launches, but only until spring 2020 when the necessary supplies to the ISS were
reinstated.[2] This fact alone indicates that the mechanisms for dealing with drastic situations
have been working correctly.

3. Operating in the world full of black swans

The most common explanation of the recent pandemic in the world of the risk
management is the Black Swan concept. Without prejudging from the outset whether the
pandemic was indeed Black Swan, it seems useful to reflect on it in the context of risk
management methods. Regardless of its qualification, we have all become aware of the
economic consequences of the unpredictability of global events. The question is whether we
will chase the next black swan in the event of a failed project or the bankruptcy of an entire
organisation, or will we adapt thinking about and managing the related risks, realizing the
contemporary world is full of Black Swans? Is the space sector better or worse prepared for
this? What lessons can be learned so that innocent swans are not blamed every time the
projects fails or company goes bankrupt? And what has worked and can become an example
for other sectors.
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There are several questions which have to be raised in relation to the risk management.
Those which are relevant for the goal of this paper are, (1) whether Covid-19 is a Black Swan
event and what is the consequence of qualifying it as such, and consequently (2) what are the
other features of the pandemic and what observations they bring for the risk management
and (3) how space industry applied its RM tools and how may further adapt to better manage
the ‘black swan’ risks.

First issue to tackle is the qualification of the pandemics as black swan event. This view
seems very common and is justified by its unpredictability and impact on enterprises or
projects, though it seems that such view is sometimes too easily repeated without a deeper
reflection. It also may seem that ‘black swan’ became an easy scapegoat for all the failed
endeavours, where the only relation with the pandemic was the time coincidence. Thus, the
voices of experts saying that covid-19 was not a ‘black swan’ should not be ignored.

As was mentioned, according to the concept of Prof Taleb, the black swan feature should
have be an outlier and of that kind that nothing in the past suggests its possibility, though,
after-the-fact explanations make the event appear explainable and predictable [6]. As some
of the experts state, there’s nothing special about Covid-19, as several epidemics have caused
more damage, and maybe even more important, pandemics was in fact foreseeable and it was
predicted. [7] What is peculiar, however, is that almost no one took these predictions
seriously. They were ignored both by top managers and by risk managers. The other concept
present in the literature is that the black swan was not the pandemic itself, but the
exaggerated reaction of governments, ordering the lockdown around the world [5]. Again, this
could be attributed to the previous ignorance of the scientists’ warnings. Though qualification
of the Covid-19 as a black swan or not may seem like crying over the spilt milk, nevertheless,
identifying its nature may help also stating if and if so, what failures have been made in
managing the risk. And indeed, coming to terms with the fact of retrospective probability may
not reduce risk or its impact, but only provide lessons learned. It is the task of risk
management experts to drive the lessons learned into the risk management process.

So what might be the consequences of considering a pandemic to be a black swan. In the
event that we consider a risk to be of that type, the biggest problem is to face its
unpredictability. In such a situation, the risk, since unpredictable prospectively, cannot be
identified and therefore the whole process of its management cannot be set in motion. The
problem therefore occurs right at the start of the process. Classifying a risk as a black swan
therefore absolves the responsibility for not identifying it. Finding that a risk does not have
these characteristics means that an important point in the risk management process has not
been properly executed, i.e. the risk has not been identified, or that no further action has been
taken to manage it. In the case of events such as pandemic, war, natural catastrophe, as
already mentioned, we are dealing with the issue of probability. Prospectively improbable
events will be black swans, those predicted but just with low probability, no longer. From a
retrospective point of view, there is no difference for the level of risk. Is it possible then, to
apply similar risk management methods for black swan risks that are in place for the others,
or we have to search for another tools?
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When the probability of a risk materializing is low, but the potential is high, the organization
may wish to transfer the risk or share it.[8] If this is a hazard risk and eventually also control
risk, the most suitable form of transferring (or sharing) would seem to be insurance as the
most common method of financing the assets’ risks[8]. We can then go on to consider how to
manage risks with a low probability but high potential impact on the organisation (or project).

4. Transferring black swans to insurers

Looking for an answer to the problems which are faced by the space industry with the help
of insurance seems reasonable due to the global nature of insurance. Insurance, even if on the
basis of individual policy will always be part of an interconnected system of vessels
(international insurance market), if not through capital ties then through reinsurance. Insurers
like no other sector are aware of the transformation in risks, their types and consequences.

Risks of low probability and high impact used to be dealt with by insurers. According to the
ERM canons, among the 4 basic methods of risk management, risks with such characteristics
are usually eligible for transfer, including primarily to insurers through an insurance contract.
However not all risks are suitable for transfer to the insurance market, either because of
prohibitively high premium, or because the risks are traditionally non insurable. Such risks are
for example systemic risks which such as pandemics cause large economic and societal losses
and are unlikely to be covered in their entirety by the insurance industry as the total economic
loss would exceed its financial resources. Where cover is available, premiums can be
significant for what many customers have previously regarded as remote threats. Some other
risks are not insurable for the reasons of no sufficient market experience or statistics are
developed, so the risk does not gain the ‘large number’ feature. Space is an industry mirroring
this issue. Though it became partially insurable by the niche insurance market, still it has to
develop its own risk sharing tools, to substitute the insurance method (see sec. 5 of the paper).

The fact is also that the risk is never totally transferred, even in other than space industries.
In insurance, the insurable is so called ‘residual risk’, which remains after applying other RM
methods. Also the limits and exclusions of the coverage must be taken into account. In
addition, even if called the risk transfer or risk sharing response, traditionally insurance
represents only an after-event cost containment response to the risk.

Insurance is partially suitable for taking the Black Swan risks when it’s not systemic. It is
important to stress it, as though insurance is suitable for some catastrophic events, it is only
where they do not form a systemic risk. Apart from this reservation, insurance can be applied
to Black Swan, as what is unpredictable or simply ignored by enterprises, is not ignored by the
insurers. Taking the low frequency events is the core of insurers’ job. Also the insurers are
experts in working on the basis of PML and predicting the disaster scenarios for such low
probability risks.

Still however certain features of emerging risks also escape the insurance method,
remaining uninsurable or hardly insurable. It concerns more and more climate related risks
and cyber risks, which need cooperation between financial markets and governments. The
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new systemic Black Swans also fit in that criteria and seems like covid-19 and war in Europe
combine all these features. This is for several reasons. Firstly, as mentioned, some risks are
systemically uninsurable, although this is not always expressed in the terms of insurance, or
the risk is missed because of its novelty, using traditional statistical methods of identification.
This is the case with cyber risks and the now famous business interruption risks due to the
pandemic (which has given rise to numerous disputes on both sides of the Atlantic). This got
famous name of 'silent risk' or 'black hole risk'. The dynamic situation both social (war,
pandemic), natural (climate catastrophes) and technological (increasingly fragile cyber
security) also causes a dynamic shift of risks between silent and systemic criteria. Insurers
struggle to find way of covering them partially alone, partially with the help of capital market
and partially with the help of governments. Liaising the ecosystems of industries, financial
markets and governance may bring results in adjusting behaviours which help to mitigate the
impact of events such as covid-19 in the future. The risk expertise, claims assessment and risk
management can play a vital role in global recovery [9].

The dynamism of the world risks has forced insurers to take a new approach to risk
identification using no longer just statistics, but turn more to probabilistic methods, also with
the help of artificial intelligence [10], [11] [12] as well as developing expertise in new
technologies to assist in participating in the risk development process, rather than just
reacting to a loss already suffered. The newer possibilities in hands of the insurers include the
ability to interact at various stages of the risk materializing (if we assume that the risk is
combination of the likelihood and impact). Taking the method of bow-tie, the actions may be
taken as prevention of the event or as mitigation of the loss. Insurance market started some
time ago already shifting from reactive solutions (compensating the loss which occurred) to
preventive ones . Providing response at every stage of the risk development, i.e. minimizing
or eliminating the source of the risk (if it's possible and if it’s known), or if not, preventing the
event or minimizing the loss after the event. The insurance response of these days is looking
beyond just reimbursing for damages to incentivizing behaviours in ways that will prevent
event from happening or loss from occurring. In this model, payment of compensation takes
place as a last resort and also the black swan risks have a chance to be addressed.

Were however insurers prepared to address the risks generated by pandemics and the
war? As the facts show, also for them these events proved to be a surprise, if not even from
the organizational point of view, then in the context of the insurance coverage offered. The
best example is the insurance of business interruption which, apart from the health insurance,
became the most relevant. After short time, it became apparent that is a kind of ‘silent’ type
of event. Many insurance policies did not provide clear answer as to the coverage of the loss
of income caused by the governmental lockdowns. The court disputes also did neither give no
clear answer.

5. Contracts in space sector as a risk management tool

IAC-22-E6 Page 6 of 13



The other way of transferring or sharing the risk are arrangements with the partners in
business. This RM technique is suitable for the same type of risk as for insurance (hazard and
control risks).

Contracts in space sector nearly from the beginning show very sophisticated level of risk
management. It was mainly caused by the experimental nature of the space exploration and
its low insurability, causing the need of applying other RM tools as just transferring them to
the insurers. It started from NASA contracts and today gained value of established industry
practice. It consists of the whole mechanism of risk allocation, expressing the strong needs of
the space industry, international per se, to ensure predictable and secure performance of the
space operation. It led then to the creation of the uniform contractual practice in the main
aspects of the space contracts. Important part thereof are provisions concerning the risk
management. The contractual system of risk allocation consists of inter-party waivers of
liability, accompanied by hold harmless clauses, and flow-down provisions, applied jointly. A
typical launch contract, regardless of jurisdiction, includes similar clauses regardless of
whether the contracting parties are the launch company and satellite operator, or the satellite
manufacturer providing turn-key services by delivering the satellite into orbit[13][14][15]. As
a result, the partners to the space mission are not liable to each other (unless for wilful
misconduct), but each of them assumes damage suffered within its own enterprise, without
claiming compensation from the partner (e.g. from the subcontractor, or from the launch
services provider). In addition, the force majeure clauses and frustration concepts (by
contractual provisions of by law itself, depending on the legal system) complete the system of
‘contractual reaction to risk’.

Is such a solution sufficient to respond the black swan risks? It is important to remember
that the risk allocation structure in space contracts took into account the risk of completely
unpredictable nature, especially in the beginnings of the outer space exploration. Also now,
the unpredictability and potentially high impact dominates in managing space projects (as
ultrahazardous ones). Though also the truth is that the risk in space projects cannot be
retrospectively predicted, when space mission is of experimental character (and still vast
majority of them is). Is it then possible to say that the contractual practice in the space industry
was designed in such a way that it is ready to answer all the black swans? In the authors’
opinion the answer is positive, though it is important to stress that eliminating the risk of
liability between partners, accumulates the risk in the first party’s assets. Risk, which should
be managed. This way, the problem is coming full circle.

Is there anything new under the sky we can do about it? Would it be a solution to apply the
methods of managing the risks directly related to the implementation of the space mission,
also to the daily operations of (space) companies?

6. Managerial practice dealing with Black Swan
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Entrepreneurs working in the space sector deal with this risk on a daily basis. In the phase
of developing proposals and ideas for new technologies and missions, project managers
analyse the challenges they will face. Once these are identified, engineers plan the way to
mitigate the impact on cost and schedule, or simply deal with problems solving as they appear.
From a management perspective, some risks that can be transferred are transferred to
insurers as normal business practise. Other management risks are negotiated, agreed and
included in the budget or management reserves. The business practise of managing risks in
the space sector is well established, of course the maturity of the process is different in each
company. However, if we look at the general space market where ESA, NASA or another
national agency is the end customer, the level of the risk management process is high. Dealing
with unknown and unexpected risks that occur very quickly is another level of management.
Here we should ask ourselves at which level of the management hierarchy such unknown risks
should be considered? The project managers or directors at the operational level focus on the
results and execution of projects within the scope, time and budget. The process of setting
corporate strategy is the responsibility of top management. During this process, market
analysis, product strategy and associated risks must be considered. The potential black swan
must also be taken into account. The logical consequence of this is that the risk management
process must be included in the strategy definition as so-called "normal work". In addition,
risk assessment and identification should be carried out in regular meetings. Does such an
approach give 100% certainty that we will deal with the risk that materialises? Certainly not.
We can observe losses in the space market. Can we conclude that the space sector has failed?
According to the author, we cannot say that because we do not know what losses we will see
if the good practises are not implemented.

Let us try to look more closely at the facts about Covid 19 from a management perspective.
In a very short time, we start living in a very different environment. There is no possibility of
face-to-face contact, no meeting at the coffee table where all aspects or interpersonal
problems can be solved. We had to go to the virtual world. Was that a shock to the industry?
From a practitioner's point of view, it was normal work. Before outburst of covid-19, we
worked with virtual meetings, working on the same documents at the same time, conference
calls on mobile phones. In some companies, staff sat in front of computers, and for some
managers it was a hard time. However, during the pandemic period, we defined tasks with
timelines for implementation, tracked the tasks and reviewed the results. In many cases, the
quality of work has improved. Employees very often state that they no longer want to come
to the office, but work from home, do the tasks agreed with the supervisor, but stay in better
contact with the family. [16]

Managing the supply chain is a challenge. The availability of components is low, so
procurement departments have to deal with it. This problem has a big impact on the schedule
and eventually on the project budget. If we had known this earlier, stockpiling might have
been an option. These are the lessons we know today. However, in the space industry,
everyone faces this problem, so the willingness to renegotiate contracts or accept delays is
high. [17]
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6.1. Agile risk management dealing with Black Swan

The Black Swan is an unexpected event that is difficult to predict. As mentioned earlier, top
management must recognise such events, even if they are sometimes unrealistic. They must
be on the list and proposed to be investigated and dealt with.

When such an event occurs, management must use the prepared scenario or adapt it to
the situation. It is important to adapt the proposed way of executing the scenario, review the
results and repeat the "sprint" to achieve the best results in dealing with the impact of the
risks that have occurred.

If we want to introduce a new way of using the cleanroom or test facility, we need to assess
the risk and effectiveness of the proposed approach. On a case-by-case basis, management
decisions must be made, analysed, implemented, and the results collected, controlled and
documented. The authors see a common approach to the well-known agile project
management approach. Good practises must be implemented that can deliver the most
efficient approach in a very short time. [18]

6.2. Black swan guilty or not ?

After each of the ‘big events’ having impact on whole societies and industries, risk
management as a concept is to be blamed. The failure of risk management concepts was
announced already several times. It was so after 2008 crisis and it has been so after outburst
of covid-19. In both cases this is rather a shallow thinking and what was pointed out by the
RM experts is not that RM failed, but rather that it was not applied properly or at all (see eg.
Hopkins[8]). Especially it was observed in the project management and named as ‘optimism
bias’ (denying the risks of low probability) or tunnel thinking — which in project is a failure to
see a bigger picture (managers tend to focus on ta particular single idea or outcome ignoring
the bigger picture where the new risk may emerge at any moment) [5]. This is related also to
the tendency of performing the risk assessment only once (in relation to the project) or very
rarely. What is also stressed is that such types of risk as black swan are particularly affecting
the large programs and complex projects (the space can be very good example) which turns
to be exceptionally fragile due to large number of activities involved and long term
performance.

7. What space industry can learn and teach ?

As was pointed out before, the events like covid-19, war, etc. can escape the standard
methods of risk management as regard risk identification and assessment. In situation where
the risk, though having high impact, is of low probability, finally is assessed as low and
managed by tolerating eventually transferring or sharing. Both these methods may fail
however, especially if the risk is systemic (then neither insurance nor contractual allocation of
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risk may not bring satisfying results). In this context, the experts show the deficiencies of ISO
31000. [5] This standard does not sufficiently respond to risks of low probability for the reason
that it represents the risk-based approach. What is needed however for managing the black
swan risks is the criticality-based approach. The latter one, instead of relying on the traditional
equation (Risk=Probability x Impact), the factor of low probability is ignored (the more, if the
risk is assessed via old statistical methods). The full focus is then made on the impact the risk
may have on the organization or industry. [5]

The above means the necessity of a more critical and open-minded approach in the risk
identification phase (brainstorming, workshops, involving various stakeholders and experts of
different fields). This exercise should be repeated on different stages of the projects. As recent
experience shows, the situation may change too rapidly to capture emerging risks.

The other lesson learned is changing paradigm of applying risk management tools at the
pre-event stage. As the Black Swan concept shows, if the risk is not identified, no measures
may be taken to prevent it from materializing. Though, there are other moments where timely
intervention can still be successful. This is the moment after the event but before full impact
entangles. It means that the necessary component of ERM should be DRP and BPC.

By that occasion, it is worth to mention, that insurance market is undertaking the opposite
direction in risk financing measures: from loss compensation to at least loss mitigation or
event prevention. This is the place, where the insurance market and industry can meet.
Watching also the other changes in the insurance paradigms seems a good path for business.
Going deeper into the opportunities offered by prevention is one thing. Increasing agility in
insurance processes in proportion to the volatility faced by the business is another. An
example is Lloyd's, which has identified [9] four areas of insurance market support for
industries, and among them the need for more flexible insurance cover for a more volatile
business environment, ways to increase the resilience of their global supply chains. This is also
related to the necessity of change in thinking about insurable risk features. The best example
is the business interruption insurance, which has been evolving from traditionally based on
tangible property damage to the need dominating in the covid-19 times, i.e. Bl insurance
related to non-tangible damage, such as lockdown, disruption of the supply chain, or
cyberattack and similar causes of interrupting the business operation.[9]

causes

The other visible trend is changing the risk identification tools from statistical to
probabilistic, which has been used since a while in the space sector (and is a usual way of
managing the space projects), but it has not been applied to identify the external factors of
any type of daily business, such as pandemics, affecting not the mission itself but its
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preparation — where still traditional methods of project RM were dominating. Using the past
experience to predict future problems appeared to be far from sufficient.

Other practical tips provided by the experts [5] (including ‘survivor psychology’ to
counteract shocks and denials and help to acknowledge the facts; preparing the
multidisciplinary response teams, as well as increasing the risk agility of enterprises) which are
particularly relevant to space industry is taking the R&D perspective which facilitates
consideration of emerging and new circumstances. For the latter, the space sector seems to
be particularly well prepared. In result, we may say that the space industry may learn from
itself (extrapolating the methods used to identify and model space risks /risks of the mission
to the risks facing the preparation stage here, on earth).

What entrepreneurs can learn from the space industry is analysing the situation on the
market and be focused on the efficiency with implementing the process. This approach in way
more important when dealing with the unexpected global situations. Business interruption is
the worst case scenario. Most of the cases is the negative cash flow. There are many reasons
of such situation, not available components causing delays in production, delay in testing
facility availability, terminated project, because of close cooperation with other national
agency. In each case of the delay in the project execution, delay in payment is connected with
the constant costs of the company. The company savings in the time of crisis may be not
sufficient in the long term perspective, that is why so important is the risk analysis and answers
or scenarios, how to deal with such situation. This is the work for the top management with a
use of agile methodologies, well know from project management tools.

8. Conclusions

No doubt, whole market will gradually adapt to the possibility of subsequent pandemics
and will work out the tools of managing it. There will be new insurance products, there will be
systemic help of governments in place. This however will not eliminate the Black Swans as
there will appear others, which will include also systemic and silent risks. The space industry
seems to be well prepared and as the experience shown, it survived the recent black swan in
a good state. It seems that the efficient management of black swans in all sectors of the
economy requires what is the bread-and-butter of the space sector: (1) facing the unknown
on a daily basis (2) basing enterprise risk management methods more on catastrophic
scenarios (BCPs, DRPs), including attention to increasingly better opportunities for early
prevention of materialising risks and stepping in with pre-prepared post-event mitigation
tools. This also implies the need for wider joining of the connected ecosystems, which would
provide continuous access to data. In this respect, sectors that deal with risk on a daily basis,
such as the space and insurance industries, appear to be forerunners.

Was Darwin right again when he said that it is not the strongest or most intelligent who
survive, but those who adapt most easily to change?
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